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Idem Identity

Identity

ldentity Concepts:
Ipse vs. ldem ldentity

Ipse identity
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mobile N\ ldentity Concepts:
business Mental vs. Procedural View (1)

= Mental identity (ipse, )
= Researched by social/psychological sciences

= Dynamically changing configuration reflecting, and
shaped by, interactions between an individual and
its environment

= Private and endless task to go deeply in ones’ own
description:
= “Only I can be responsible for acts done by me.”
= “l remain myself by being faithful to my promises.”
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mobile N\ ldentity Concepts:
business Mental vs. Procedural View (2)

= Procedural identity (idem, Me)
= Used by technical/administrative sciences

= Collection of formalized characteristics, which
enable identification and authentication
necessary for social and economic relations, as
well as dealings with the authorities.
» E.g., a person’s name, marital status, date of
birth, height, colour of skin or eyes, number of

children, nationality, educational and professional
qualifications, etc.

= The choice of these characteristics may depend
on the context, i.e. controlling authority,
functional needs, etc.
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The procedural identity (Me)
can be further differentiated

= The |
the indeterminate first
person perspective

= [mplicit Me
how a person perceives
her-/himself

= Explicit Me
how this person is
perceived and represented
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mobile N\ Identity Concepts
business Working Definitions

= |dentity:
The characteristics (attributes) representing an
acting entity

= Partial identity:
A subset of the characteristics of an identity

Why are partial identities important ?

= Different partial identities are assigned to and
abstracted from an entity.

= The identity of an entity consists of partial identities
distributed over different partners of the entity.
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= Digital Identity Triangle

Digital Identity

ekt
. .‘.l‘l

digital Ident1ty

activates refers to

E JI'

identifier principle (subject)

stands-for

Source: GINI (2011)
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business Concepts for Digital Identities

= |dentification, Authentication, Authorization

e

permissions digital Ident1ty

Identifier ____—— principle (subject)

Source: GINI (2011)
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Concepts for Digital Identities

ldentification

= The association between a personal characteristic and a subject
representing various attributes (e.g. “Andreas Albers” identifies
the person “Andreas Albers”)

Authentication

= The process of verifying a subject’s identity or other claim, e.g.
one or more attributes.

Authorisation
= Through authorisation, rights are assigned to a digital identity.
|ldentification without Authentication

= E.g. subject is processing data that is linked to a different
individual than the subject (e.g. a physician processing a patient’s
identity data)

Authentication without Identification

= Anonymous credentials (e.g. verifying to be at least 18 years old without
disclosing other attributes such as name and address).

Source: GINI (2011)
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business ldentity Management (IdM)

ldentity Management (IdM) is often used as a buzz word
that can have many meanings such as:

= The management of accounts for employees, customers or
citizens. These accounts contain those parts of an identity
relevant for an organisation (attributes, access rights, roles, ...)

- Trend towards federations between organisations
= The collection and analysis of data about individuals allowing for

the extraction of useful knowledge on these individuals
(profiling):

- E.g., for marketing or law enforcement purposes
= The possibility of an individual to manage its procedural

identities with different organisations (partial identities) and in
this way allowing

- To build a “healthy” virtual socio-psychological identity.
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mobile N\ Identity Management:
business  Identity Management Systems

» |dentity Management Systems (IdMS) are tools that

support ldentity Management activities.
= We distinguish
1. Pure IMS main objective is the support of identity management
functionality, e.g. MS Live, Liberty, Shibboleth, OpenlD,
password managers, form fillers
2. Systems/applications with another core functionality, but
basing on some identity management functionality, e.g. GSM,
PGP, eBay
3. Systems/applications independent from identity management

functionality, with some identity management functionality as
add-on, e.g., HTML browsers, chat clients
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mobile N\ Identity Management:
business Identity Management Functions

= Provisioning, Enrolling, Choosing
» Binding with Attributes
» Certifying

= Changing

= Unbinding of Attributes

= Deleting
. 0
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|dentity Management Life Cycle

Provision 7y
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business |denitity Types

)

~

= Partial Identities

= Part of the attributes of an identity of a subject or
person

= Note: Complete identities are typically not used in real-
life since an application only requires certain but not all
attributes of a person

= Pseudonymous ldentities

= Pseudonymisation decouples a digital identity from its
real-world identity but linking is possible

= Anonymous ldentities

= Digital identity can not be linked in any way to its real-
world identity
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= Local
= Local identity in a closed environment (e.g. Windows PC)

= Global

= Global identity serves to identify entities in a broader context
(e.g. passport of an individual)

= Federated

= |dentity federation is based on the conceptual separation
between service providers (SP) and identity providers (IdP).

Ti Trust
[ o " e " e ]

T Single-Sign-On (SSO) enables users to
N login into multiple SPs with credentials
Kk from only one IdP.

User
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mobile N\  Simplified Single Sign-On Process
business (based on OpeniD)
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mobile 3\ Service Provider vs.

business User-centric IDM

= User Centric Model

= User is in control of his identity (e.g. identity
information is stored on the mobile phone)

= Service Provider Model

= |dentity service provider controls a user’s
identity on his behalf (e.g. Microsoft LivelD)

S @
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mobile 3\ Mobile Phone in the centre of
business Mobile Services

Communication
(Telephony, SMS, MMS, IM,
Mobile Video, ...)

Entertainment
(Music, Video, Podcasts,
Games, Photography, ...)

Information
(News, Navigation, LBS,

)

Management (Remote

Social Interaction
control, device control,

(Facebook, Foursquare,
Twitter, ...)

)

Transactions
(Mobile payment, mobile
ticketing, ...)
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= Mobile phones ...

= are always carried with (besides wallet and keys) ‘

on average turned on 14 hours per day
usually belong only to a single person
are usually not lend to other persons

allow a 1:1 communication
can be used time or location independent

are instant-on and always online
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mobile N\ Special Characteristics of
business Mobile Phones (2)

= Mobile phones... ‘
= store, manage and process sensitive,

personal data of their users

= Contacts, photos, videos, text messages, mails, account
credentials, etc.

= provide context information about the current usage
situation of their users

= GPS data, time of usage, unique user ID, noise- and light
information, ...

= receive high attention and interaction from their owners
» Text messages, push-mails, IM messages, ...
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mobile N\ Mobile Phones as Digital
business Identities

= Mobile phones ... | |
= are personal devices ‘ I ‘
* manage personal data and -
» enable the access to mobile services

N4

» Mobile phone represent the digital 3;010110

110011

identities of their users in everyday life 101000
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business |dentity Threats

Security of identities and surveillance, e.g.
» Hacking attacks on service providers to steal credit card details
» Unauthorised communication surveillance

= Persistence of identities over time, e.g.
= The Internet does not forget any published information
= Wrong or out-dated personal data remains available

= |ncapacitated data controllers, e.g.
= Data controllers under the control of governments for the purpose of censorship

= Over-sharing of personal information , e.g.
= Users posting too many personal details on Social Networks
= Service providers asking for more than necessary information from its users

= |Impairment of rights by digital services, e.g.
= Personal data is sold without user authorisation to Third Parties
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mlgtljjsl.lre\e\\ss Online Reputation Management (ORM)

= ORM is the act of monitoring, addressing, or rectifying undesirable/or
negative search engine results or mentions in online media.

= ORM Tools or Service Providers
___/

= Vanity Search (e.g. via Google or Bing)
= Service Providers e.g.,
= Reputation.com (Web)

= Secure.me (free Facebook app)
u Fl’ee data aggregators (e.g. 123pe0ple.de) Source: apexwallpapers.com

= Basic Approach
= Use personal identifiers (e.g. name, birthdate, etc.) in order to monitor and report about
published online content related to a person or organisation
= |f needed, ORM providers offer support for individuals or organisations to rectify or to take
down unwanted content

Privacy vs. Data, SS 2015, Chair of Mobile Business & Multilateral Security 30




mobile N\

business Literature

= Bauer, M. and Meints, M. (eds.) (2005) Deliverable D3.1:
Structured Overview on Prototypes and Concepts of Identity

Management Systems, http://www.fidis.net/
resources/deliverables/hightechid/#c1787, accessed 2008-04-
08.

= Bogdanowicz, M. and Beslay, L.: Cyber-Security and the Future
of Identity, IPTS Report 57, 2001,
www.jrc.es/home/report/english/articles/vol57/ICT4E576.htm,
accessed 2008-04-08.

= Global Identity Networking of Individuals - A User-centric
Framework of Identity Management Services, Deliverable 1.1,
June 2011

Privacy vs. Data, SS 2015, Chair of Mobile Business & Multilateral Security

31




