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= Exercise 1 (Revenue Models)
= Exercise 2 (Mobile Trusted Devices)
= Exercise 3 (Technology Acceptance)

= Exercise 4 (Customer Trust in Mobile
Business)

-



mobile N\

business Exercise 1 (Revenue Models)

a) Show the revenue of the mobile network
operator and the service provider under the

following assumptions:
= Customer pays 10€ for 30 MB of data transferred (T-Mobile Data
30).
= 10% of one million (= 100,000) customers of the operator use
extra services and spend about 20€ per month.

= For these services, 30 MB of data transfer is necessary per
customer and month.

= Service-Provider pays 10% of his receipts as “Service Fee” to
the operator.
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Exercise 1 (Revenue Models)

Revenue: ?€
[
Mobile
Network
Operator
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Data+Access: 7€ Service Fee: 7€
4 / N 4 \ N
Customer p—— Services: 7€ —p Ser\{lce
Provider
\§ J \§ J
Spending: 7€ Revenue: 7€
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Exercise 1 (Revenue Models)

Revenue: ?€
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Revenue:
1,200T€
4 N
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Exercise 1 (Revenue Models)
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business Exercise 1 (Revenue Models)

b) Now, assume the service provider pays the cost
of data transfer for the users of the service. Show

the new revenues under the new assumptions:

= Service provider pays (for the customer) 10€ for 30 MB of data
transfer.

= 18% of 1m customers of the operator use services and spend
20€ per month.

= For these services, 30 MB of data transfer is necessary per
customer and month.
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Exercise 1 (Revenue Models)

Revenue: 7€

Data+Access:0€

/

\_

Customer

\

J

Spending: ?€

4 A
Mobile
Network
Operator
J
Service Fee:
1,800T€
4 A
Services: — Pserv‘ldce
3,600T€ rovider
. y,

Revenue: 7€




mobile N\
business

Exercise 1 (Revenue Models)
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» Exercise 1 (Revenue Models)
= Exercise 2 (Mobile Trusted Devices)
= Exercise 3 (Technology Acceptance)

= Exercise 4 (Customer Trust in Mobile
Business)
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a) What is a TPM?

Exercise 2 (Mobile Trusted
Devices)




mobile N\

business Trusted Platform Module (TPM)

= The TPM is a chip to make computers more
secure as a part of the TCG specification.

= |t is like a hard coded smartcard with the big
difference that it is not bound to a concrete
user, but to a system (e.g. a PC).

= Other usages: PDAs, mobile devices, and
consumer electronics.

= Passive chip, can neither influence the booting
process nor the operation directly

= Has a unique identifier and so
serves for the identification of
the system.




mobile N Exercise 2 (Mobile Trusted
business Devices)

b) Recall from the lecture the main players
(parties) in a mobile market and their
interests.




mobile N\ |
business Mobile Market Players

= Mobile equipment manufacturers
= (Mobile) Telecom Operators

= MVNOs

= Content providers

= Application service providers

= Private customers

= Corporate buyers

= Corporate users

= |[ntelligence agencies

15 15 F



mobile N\

business Mobile Equipment Manufacturers

* In the past, main manufacturers of mobile devices were mobile
phone manufacturers (e.g. Nokia, Motorola), producing both
hardware and the software.

= Meanwhile the value chain for mobile devices has become more
complex: Significant parts may come from third parties, e.g.

= hardware from ARM, Infineon, Texas Instruments,

= software from Google, Microsoft.

= The more a manufacturer is perceived as the provider of the
respective platform, the more risks of the mobile platform are
affecting them.

= Today, mobile devices are sold particularly as part of a powerful
ecosystem (Google, Apple, Microsoft).

16 16




mobile N\ Mobile equipment & IT
business value chain

GSM World
Equipment Manufacturers
(Apple, Samsung, Microsoft/Nokia, Telcos
Lenovo, Huawei, ...) (Telekom, Vodafone, Telefonica...)
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Eauipment . . cation/
5P Content

PC Network Network Network

Infra- , Services/
Embedder /" . o Operation " .1 jleware
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Telekom
Google

IT World (based on [sAP))
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business

= Functions of mobile operators that relate to trusted
computing:

= Powerful players in the mobile market:

(Mobile) Telecom Operators

operate networks, T
provide communication services,
maintain direct customer relationships,

provide mobile devices to customers (often by subsidising their
costs).

Telefonica ~® @

vodafone hERhEE
CHINA MOBILE
18 18 F
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Mobile Virtual Network Operators
business

Definition:

A mobile virtual network operator (MVNO) is a company that does
not own a licensed frequency spectrum and wireless
infrastructure, but resells wireless services under their own brand
name, using the network of another mobile network operator.

Explanation:

= An MVNO's roles and relationship to the mobile phone operator
vary by market.

= |n general, an MVNO is an entity or company that works

independently of the operator and can set its own tariff
structures.

rtel
plau Yl TuRxceLL IRGE
mo_bil.com ‘ m
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mobile N\ |
business Content Providers

= Are producing and/or distributing digital content (e.g.
music, movies, games, ring tones, TV)

= |nterest in:

Securing their property rights on the provided content
< Digital Rights Management (DRM)

BMIG JESTA Il
BERTELSMANN digital

FicTones
o
| m EMI VIaCOM NBCUniversal @G‘Té_s»ae,,
THE WALL STREET JOURNAL. Spotify
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business Application Service Providers

= Providing mobile application
services (e.g. LBS, mobile banking,
mobile payment services)

* |nterest in:
Ensuring that the devices used
by customers for authenticating
transactions are not compromised.

PayPaI & finanzinformatik




mobile N\ |
business Private Customers

= Usually not concerned about security of their mobile
device.

* Interest in:
Functionality, usability and
design properties of their
mobile device

< Security failures are perceived
as a mistake made by the device
manufacturer/mobile OS provider/
mobile network operator.
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business Corporate Buyers

* |T managers, technical staff and system administrators

= Concerned about mobile devices and mobile access causing
security holes in their enterprise system.

< Most security-conscious
customers

> Benefit from Mobile
Device Management
solutions (cf. Section
“Usage Scenarios for -
Trusted Mobile 0 db\‘:‘%;; en- [Zeit2013]
Platforms”) a
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business

» Are using mobile infrastructures
predominantly for business needs.

= Like private users, but with usage
restrictions imposed by employers
or (Mobile)QOS for security purposes

= This includes corporate users who are allowed to
bring and use personally owned mobile devices
(Bring your own device - BYOD)

Corporate Users E




mobile N\ , |
business Intelligence Agencies

= Eavesdrop (and manipulate?) globally
exchanged information to gather
intelligence, regardless of whether
a suspicion
exists or
not.

[WaPo2013a]



mobile N\ Exercise 2 (Mobile Trusted
business Devices)

c) Imagine a scenario where content
providers would decide to enforce their
own interests in the market. What would
the impact for the other parties be and
how do you foresee the other market
players would react?




mobile N\ Recalling the interests of
business Content Providers

= Are producing and/or distributing digital content (e.g.
music, movies, games, ring tones, TV)

= |nterest in:

Securing their property rights on the provided content
< Digital Rights Management (DRM)

B MlG JESTA Il
BERTELSMANN digital

=200
| @ |EMI | VISCOM NBCUniversal @Aw%g_:ﬁf
THE WALL STREET JOURNAL. Spotify
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mobileN\  nigirar ps
business Digital Rights Management (DRM)

* Mobile device could provide a facility that
can be integrated within a DRM
infrastructure, e.g.

= device authentication,
= cryptographic functions,
= certificate management support.
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business

Usage Scenarios and Players

Players and security features they are especially interested in

Usage Scenarios/
Players

Secure 0S
Digital Rights
Management

Device misuse prevention

Storage of additional
credentials

Secure corporate
network interaction

Mobile Wallet

Mobile
Equipment
manufacturers

++

+

++

Mobile
operators

++

++

MVNOs

++

Content
providers

++

Appl.
Service
providers

+

Private Corp.
customers  buyers

+ ++
+ ++
+ +

++
+

Based on [PiskRannRoss2005]

Corp.

users

Intelligence
Agencies
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mobile N o
business Discussion

= How do you foresee the other entities
would react?

= Who would be the main entities that
could be impacted and how?

= Are there any other entities that you

would consider important in the modern
mobile market ecosystems?

ok



mobile N Exercise 2 (Mobile Trusted
business Devices)

d) How can a TPM be used to implement
digital rights management (DRM)?




mobile N\
bUSINESS TPM and DRM

= TC enables DRM (Digital Rights Management) to run in a
secure way. DRM specifies rights for digital content that is
enforced by an underlying PKI (Public Key Infrastructure).

= For instance, rights that a file cannot be printed or copied can
be specified for a word document.

= Rights can also be connected to digital content so it for
instance will “self-destruct”after a certain amount of time
and/or only be used a certain number of times.

= DRM documents and software can be tied to a specific
computer/user.

= However, it could disable legitimate uses of digital content
= Backup copies of legitimate CD/DVDs
= Lending materials through a library
= Using copyrighted materials for research or education

[CBCO9]
32




mobile A view on the architecture for a
DRM using TPM

business

O
DRM client

. .
.DRM client g

B DRM client .

Rights

m
DRM client

server

=]
DRM client

m
DRM client

B = DRM file

[GuSt04]

DRM client
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m
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= Exercise 2 (Mobile Trusted Devices)
= Exercise 3 (Technology Acceptance)

= Exercise 4 (Customer Trust in Mobile
Business)




mobile N\ Exercise 3 (Technology
business Acceptance)

a) Distinguish between the terms
“innovation”, “acceptance”, and
adoption”.




mobile N\ -
business Terminology

* |Innovation (process) is the adoption of an idea or
behaviour (whether a system, policy, program,
device, process, product, or service), that is new to

the adopting organisation.

= The adoption (process) is a sequence of stages a
potential adopter goes through before accepting a
new product or service.

= Adoption is interpreted as the decision to purchase
while acceptance refers to the decision to use the
product.

.



mobile N\ Exercise 3
business Background

» Mobile applications and services in M-
Business can increase the connectedness of
their users.

= However, there are several issues related to
consumers’ acceptance for mobile services
and applications, which need to be

considered:
= Willingness to pay for services
= Network effects
= Ease of Use
Quality of service
Product limitations
Trust in service provider

37




mobile N\ Exercise 3 (Technology
business Acceptance)

b) Explain the fundamentals of the
Technology Acceptance Model (TAM).




mobile N\ Technology Acceptance Model E
business

Perceived
/ Usefulness l
External Attitude Behav?oural Actual
Varlables tow.ards Intention of —> System
using Use Use
Perceived
Ease of

Use

[Davis1989]
39
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» Exercise 1 (Revenue Models)
= Exercise 2 (Mobile Trusted Devices)
= Exercise 3 (Technology Acceptance)

= Exercise 4 (Customer Trust in Mobile
Business)




mobile X\ Exercise 4 (Customer Trust in
business Mobile Business)

a) Define the term “trust”. Discuss the main

characteristics and parties in a trust
relationship.




mobile N\ o
business Definition: Trust

» “A state involving confident positive
expectations about another’s motives with
respect to oneself in situations entailing risk’”

[BoH091].

= The definition highlights the main
characteristics of trust:

1. Trust relationships involves two parties: trustor &
trustee.

2. The trustor has faith in the trustee’s honesty and
believes the trustee will not betray him.
42 42 F




mobile N\ Trust
business Open discussion

= How do you assess the trustworthiness of a
broduct in electronic / mobile business?

= How do you assess the trustworthiness of a
company you engage in mobile business with?

= How do you assess the trustworthiness a web-
page you Vvisit to buy something?

= Which factors from the past influence the
perception of trustworthiness of a company?

43




Exercise 4 (Customer Trust in Mobile
Business)
Open discussion

mobile N\
business

b) What is the general assumption about
the risk and time in a trust relationship?

* Trust involves uncertainty and risk.
= Trust involves the future.
= [t is continuous.




Exercise 4 (Customer Trust in
mtg)LlljsIIﬁe\ss Mobile Business)

c) Explain the concept of the trust
development lifecycle.




mobile N\

business Initial Trust Formation

= |n order to build an initial trust formation, service
providers must disseminate information, cultivate
interest, etc.

= Enhance customer familiarity, as people tend to trust the
familiar, e.g. by general publicity or advertisements.

» Build vendor reputation, as a good reputation suggests
certainty and less risk in conducting business.

= Deliver high-quality information, as the information posted
on a company has a high impact on the customers’ perception.

= Elicit third-party recognition and certification, as the
independent nature of third-party certification helps customers
to feel more secure in doing business with the M-Business
provider.

= Provide attractive rewards, such as free trials or gift cards
helping to attract new customers.

46
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business Trust Development Life Cycle

' |
' |
' |
. | Information gathering :l; 1st transaction based | |
I (no trust) on reward attraction :
' |
' |
|

—_—_———_——_—_—_—_—_e—_—_e—e—_e—e—_e—— e ———————

I
I
Drop out due <fied | Evaluation of
to distrust e | satisfaction
I
I

Repeat

loyalty formed

I
I
[ Firm customer } | transaction
|
I
I

| Continuous Trust Development

[SiauShen2003] F
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mobile Ny Components of Customer Trust in
business M-Business

Mobile

Mobile Customer Trust in

Mobile Business Service Provider

Technology

= Reliability and security of mobile technology are
equally important, since failures in the early stages
of the usage of M-Business reduce the customers

trust significantly.

= As mobile technology evolves, the trust focus shifts
from technology to the mobile service provider.

ot



mobile N\ Continuous Trust Building
business Overview

= |t is important to maintain a trust
relationship, as creating trust is time-
consuming and trust can easily be
destroyed.

= There are several successful methods
derived from E-Business that can be
adopted by M-Business companies to
overcome trust barriers.

ok



mobile N\ Continuous Trust Building
business Details 1

Improve site quality:

= User-friendly design of web-sites accessed by mobile devices (e.g. giving customers
sufficient information for purchases) helps to convey the vendor’s competence.

Sharpen business competence:

= Refers to the skills, technical knowledge, and expertise in operating M-Business
applications.

Maintain company integrity:

= Providers need to be congruent with regard to the actions and the promises given to
their customers.

Post privacy policy:
= Similar to E-Business providers, M-Business providers should post their privacy policy
online, so customers are informed about the information being processed
50 F

2 Helps to build transparency.




mobile N\ Continuous Trust Building
business Details 2

Strengthen security controls:

= |n order to have secure M-Business transactions, technologies need to be in
place that help to allow Multilateral Security for all involved parties.

Foster a Virtual Community:

= By building virtual communities, mobile service providers can replicate the
success of web-based online communities and create positive evaluations
by their users.

Encourage communication and increase accessibility:

= |n order to build synergies, the users should be brought into close
communication with the M-Business provider, reducing information
asymmetries and fostering the provider’s credibility and trustworthiness.

Use external auditing to monitor operations:

= External auditing helps to maintain the customers’ trust by keeping the
provider to behave fair and legally.

ok



mobile N\ A Framework for
business Building Trust in M-Business

Mobile Familiarity Site Quality

Service Reputation Competence

Providers Information Quality Integrity
3rd-Party Recognition Privacy Policy
Attractive Rewards Security Controls

Open Communication
Community Building
External Auditing

Mobile Feasibility Reliability

Technology Consistency
Initial Trust Continuous Trust
Formation Development

. [SiauShen2003]
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mobile N\ Processed lectures in this
business exercise

= [ecture 7: Business Models
= [ecture 12: Mobile Trust Devices

» [ ecture 13: Acceptance and Success
Factors in Mobile Business




mobile X\ Preparation for the coming week
business (Q&A session)

= Please send your questions via mail

(mob1@m-chair.de) no later than Friday,

2.2.2018 at 14:00.

= The Q&A session will follow next week,

Tuesday, 7.2.2018 at 10:00.
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