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Question 1: Cryptography (18 Points)

a)

b)

¢)

Nennen Sie zwei unterschiedliche Arten von Verschliisselungssystemen.
Name two different types of encryption systems.
(2 Points)

Symmetric Cryptography (1 point)
Asymmetric Cryptography (1 point)

Nennen Sie einen Vorteil und einen Nachteil fiir jedes Verschliisselungssystem.
Name one advantage and one disadvantage for each of the systems in Section a.
(4 Points)

1 point for each

Advantage Disadvantage
Symmetric Cryptography Fast Algorithm Difficult Key Exchange
Asymmetric Cryptography No Key Exchange Problem Complex Operations/Very Slow

Stellen Sie sich einen englischen Text vor, der mit der Caesarchiffre verschliisselt ist. Beschreiben Sie
kurz zwei Moglichkeiten, wie man diesen Text entschliisseln kann, ohne den geheimen Schliissel zu
kennen.

Imagine an English text encrypted using the Caesar Cipher algorithm. Briefly describe two ways that
you can break this cipher text without knowing the secret key.

(4 Points)

Method 1: Trying all the possible 26 keys and see if the decryption is something meaningful.

Method 2: Count the occurrence of the characters and check it against the statistics for typical English
text to find the mapping between the characters. E.g. “E” is the most repeated letter in English text so
probably the letter repeated the most in the cipher text is the transformation of “E”.
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d) Welcher Schaden entsteht durch eine “Man in the middle attack”? Zeichnen Sie ein Interaktions-
Diagramm, das zeigt, wie eine “Man in the middle attack™ funktioniert.

What is the damage caused by a “Man in the middle attack”? Show how this attack works by sketching
an interaction diagram.

(8 Points)
Damage: The attacker manages to inject herself to a communication between the two parties and can
read and manipulate the exchanged messages without the communication parties being aware of it. (2

Points)

Diagram: 6 steps — 1 point for each.

“Man in the middle attack”

A asks for B' s public key

but C sends his own

public key C asks for B's public key

B sends its public key B

message ignorantly
encrypted for C

message encrypted for B
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Question 2: Location-based Services and Business Models (12
Points)

a) Nennen und beschreiben Sie zwei unterschiedliche Ortungsmethoden, die auf der Quelle der
(Orts-)Information basieren.

Name and describe the two different groups of positioning methods depending on the source of the
(location) information.

(6 Points)

= Positioning Methods
= Network External Source of Information about Location
= Positioning system outside of the control of the network operator;
= Positioning system is provided by a third party.
= User input to the device; Satellite Systems: GPS (USA), Galileo (EU), GLONASS
(Russia); Position sender (Radio, Infrared); WLAN positioning; Peer2Peer;
= Network internal Source of Information about Location — the location is provided from
the capabilities inside the network.
= Cell-ID; Time Difference of Arrival (TDOA); Enhanced Observed Time Difference
(E-OTD); Angle of Arrival (AOA); Signal Attenuation (SA)
= Hybrid Solutions — combination of both above. Example: A-GPS
= Often the terminal is involved in the positioning
=  Terminal positioning
= Hybrid positioning

b) Nennen und beschreiben Sie kurz drei wesentliche Elemente eines Geschéiftsmodells.
Name and briefly describe three main elements of a Business Model.

(6 Points)

mobile
business

(1) Value Proposition
» How does the organisation benefit
customers and partners?

« What are the advantages of players that
are in relationship with the organisation? (1)

Product

(2) Architecture of added value \A
« How is the manufacturing of the output S
presented? ‘% /"/)

Elements of a Business Model

~
N\ N
Q@

S

« In which configuration is the output C
produced? éy)
¢

b

(3) Revenue Model
» Which revenues will be generated from
which sources?
» What are possible types and forms of
revenue?
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Question 3: HCI Issues (12 Points)

a)

b)

Benennen Sie die drei wesentlichen Aktivititen beim Design mobiler Interaktionen wie in der
Vorlesung erldutert. Beschreiben Sie jede der Aktivitdten kurz.

List the three main activities in the Mobile Interaction Design, as explained in the lectures and briefly
describe each one.

(6 Points)

1) Understanding users (capabilities and limitations)

For an effective interaction design, it is necessary to understand potential users of a system.

= The user group needs to have a significant impact on the design process.

= User-centered service design can significantly affect the user’s perception of mobile devices
and services.

Possible methodologies:

O Field studies (observe and probe a particular group in situations of interest)

O Laboratory experiments (observe and probe a particular group within a controlled
environment)

O Direct questionnaire (e.g. to validate impressions and interpretations from the field)

2) Developing prototype designs ((Demonstration of proposed interaction design)

e HCI-Prototypes are built in order to express a design idea as quickly as possible.

e One can differentiate how closely a prototype resembles the appearance of the final
product.

3) Evaluation (Identification of strengths and weaknesses of a design)

e Evaluation is done in order to understand how users will use the design in the real world,
Compare different prototype designs, Assess whether the product to be developed meets
usability requirements, and Ensure that the product conforms to industry standards.

e Methodologies: Direct observation; Interviews; Questionnaires; Experiments

HCI-Prototypen dienen dazu, Design-Ideen so schnell wie moglich auszudriicken. Beschreiben Sie in
Thren Worten die Unterschiede zwischen ,,low-fidelity*- und ,,high-fidelity“-Prototypen.

HCI-Prototypes are built in order to express a design idea as quickly as possible. Describe in your
words the differences between a low-fidelity and a high-fidelity prototype.

(6 Points)
One can differentiate how closely a prototype resembles the appearance of the final product. In
low-fidelity, the prototype uses materials different to those in the final incarnation.

= Check for inconsistency

= Give a common specification for the design team

= Afford reflection

= Check interaction scenarios

= The results of a low-fidelity prototyping process comprise a list of features that should

be tested with representatives of the target group.

High-fidelity prototype designs provide the functionality to evaluate critical tasks and
functionalities that should be supported by the final product. Therefore, most critical features
must be identified to be included in the prototype design. (PC-based, platform specific
prototype designs, etc.)
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Type Advantages Disadvantages

Low-fidelity Less time Little use for usability test
Lower costs Navigation and flow limitation
Evaluate multiple concepts Facilitator driven
Useful for communication Poor detail in specification
Address screen layout issues

High-fidelity Partial functionality Creation time-consuming
Interactive Inefficient for proof-of-concept

User-driven

Clearly defined navigation scheme
Use for exploration and test
Marketing tool

Blinds users for major representational
flaws
Users may think prototype is ‘real’
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Question 4: M-Payment (10 Points)

,»,Mobile Payment“-Szenarios involvieren unterschiedliche Parteien (,,actors®) mit unterschiedlichen
Interessen (,,stakes™). Nennen Sie die 5 Parteien, die typischerweise in einem ,,Mobile Payment*-
Szenario beteiligt sind und beschreiben Sie kurz deren individuelle Interessen.

a)

Mobile Payment scenarios concern multiple parties (actors) with different interest (stakes). Name the 5
different parties involved in a typical mobile payment scenario and briefly describe their individual

interests.
(10 Points)

mobile \\
business

Different parties with
different interests

Banks

4/

= Customer and merchants
= Network operators

/

Intermediaries

» Intermediary
= Financial Service Providers / \
Network
Customers operator

M-Payment Parties

21

Customers: Only a small
number of (trustworthy)
parties should have access to
personal financial data.

Merchants: Accepted
payments should be
enforceable.

Network operators: Offering
of new (security-relevant)
services (e.g. billing services)

Banks: Controlling the
payment-process

Central Banks: No direct
C2C payments to avoid a
shadow currency
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Question 5: Mobile Brokerage (14 Points)

a)

b)

Welche zwei Phasen des Aktienhandels fallen in den Bereich mobile Endgeréte?

What are the two phases of the stock trading process that fall into the sphere of mobile devices?
(2 Points)

Information Acquisition

Order Routing
(1 point each)

Zeichnen Sie eine Architekturskizze, mit Prozessschritten fiir eine der von Ihnen unter a) genannten
Phasen. Die Architektur sollte umfassend von SIM-Karten profitieren, die mit digitalen Signaturen
ausgestattet sind.

Sketch an architecture figure with process steps for one of the phases you named in Section a. The
architecture should maximally benefit from a digital signature-enabled SIM card.

(8 Points)

(The students are supposed to draw either the right half or the left half of the following figure.

/ Information Service f \ Order Routing \
(passive acquisition of information)

off
T
e Transaction request -
iR Vit P
SMS ((’V ‘IIIIIIIIIIIII\
(encryped ‘ : SIM AT request
o & siged) Zlﬁg:;t,;"ie % |SIM AT Confi rmation

—L enabée?. . 7s1gned$ P N

News Feed Server ' K = Online Bro@
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¢) Inwiefern kann die Architektur die 4 generellen Schutzziele von IT-Systemen erfiillen?

To what extent can this architecture address the 4 general protection goals regarding IT systems?

(4 Points)

Depending on the answer on the previous part:

Information Service

Event notification

llllllllll>

SMS

Gassive acquisition of information) )

o,

{ —
-— r 1

v Confidentiality

SMS is sent encrypted to the
SIM. P

v Integ{itg
Checked via the SMS signature

v Accountabilitg
Checked via the SMS signature

/

o (encrypted Signature &
& signed) _ encryption- | x Availability
News Feed Server L]’ enabled/ No guaranteed delivery times
or

ﬁ Confidentiality

HTTPS provides encrypted
communication.

v Integrity )
Protected via mobile
signature

v" Accountability
Can be checked via the
server’s certificate and the
signed confirmation.

% Availability
Can not be guaranteed (e.g.
Kdenial-of service attacks).

/

.
0‘)
e
S5®
[

11 (@]
w28 Iy L '

Signature &
encryption: _
enabled

£

Order Routing

A

Transaction request > = l
via HTTPS l '

|
* SIM AT request ;‘1
SIM AT Confirmation /
lIlll!lla;lﬁ"ﬂl* y

(signe
Online Broy

4 goals — each one 1 point.
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Question 6: Data Protection / IdM (10 Points)

a) Nennen Sie 4 der 9 Prinzipien des EU-Datenschutzrechts?

Name 4 of 9 principles of EU Privacy Law?

(2 Points)

Just naming is enough. 0.5 each.

1.

2.

Intention and notification: The processing of personal data must be reported in advance to
a Data Protection Authority.

Transparency: The person involved must be able to see who is processing her data for what
purpose.

Finality principle: Personal data may only be collected and processed for specific, explicit
and legitimate purposes.

Legitimate grounds of processing: The processing of personal data must be based on a
foundation referred to in legislation, such as permission, agreement, and such.

Quality: Personal data must be as correct and as accurate as possible

Data subject's rights: The parties involved have the right to take cognisance of and to
update their data as well as the right to raise objections.

Processing by a processor: This rule states that, with the transfer of personal data to a
processor, the rights of the data subject remain unaffected and that all restrictions equally
apply to the processor .

Security: A controller must take all meaningful and possible measures for guarding the
personal data.

Transfer of personal data outside the EU: The traffic of personal data is permitted only if
that country offers adequate protection.

b) Der Klassifizierung von Identititsmanagementsystemen liegen die verschiedenen Schichten der
Identitét nach Durand zugrunde (,,Tier 1-3 Identities*). Nennen und beschreiben Sie diese kurz.

The categorization of Identity Management Systems can be based on the three-tier model introduced by
Durand (Tier 1-3 Identities). Name these three tiers and give a brief description of each one.

(6 Points)

The different tiers can be distinguished by the factor ‘control’: Who controls the identity?

Tier 1 (T1): True (‘My’) identity

o is my true and personal digital identity and is owned and controlled entirely by me, for
my sole benefit. T1 identities are both timeless & unconditional

Tier 2 (T2): Assigned (‘Our’) identity

o refers to our digital identities that are assigned to us by corporations (e.g. our
‘customer accounts’)

Tier 3 (T3): Abstracted (‘Their’) identity

o is an abstracted identity in that it identifies us through our demographics and other
reputation like attributes, but does not need to do so in a 1:1 manner .
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¢) Nennen Sie 4 der Funktionen, die ein Identitdtsmanagementsystem unterstiitzen muss.

Name 4 of the functions that an Identity Management System must support.

(2 Points)

Provisioning, Enrolling, Choosing
Binding with Attributes

Certifying

Changing

Unbinding of Attributes §§ Deleting

... (other examples are possible. 0.5 each)
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Question 7: Electronic Signatures (6 Points)

a) Stellen Sie sich ein System asymmetrischer elektronischer Signaturen vor, das eine Hash-Funktion
nutzt. Zeichnen Sie auf, wie dieses System funktioniert.

Imagine a system for asymmetric electronic signatures that uses a hash function. Sketch a figure and
show how this system works.

(6 Points)
Sender / Signer Addressee / Verifier
Text Text s (H(Text))
“hash” “hash” decrypt with t
Y Y )
H(Text) [ H(Text) ]:[ H(Text) J

encrypt with s check for equality

s (H(Text))

However somebody could integrate the figure above into the general figure:

random number

= Key
| generation

t

key for test of
signature,
publicly known

. key for signing,
kept private

te)((jt t\Mtth sigr:;tature text with
and test resu signature

* X, Sig(x), Testing ‘X, SIg(X) _ Signing I'¢ X mm

“ok” or “false” :
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Question 8: Regulation of Mobile Telecommunications (6 Points)

a) Nennen und beschreiben Sie kurz zwei Formen von Marktversagen.
Name and describe briefly two types of market failure.

(2 Points)

e Externe Effekte

* Natiirliche Monopole

¢ Dominierende Lieferanten/Anbieter
e Politische Fehler

Externalities: Actors and beneficiaries are different

Natural Monopolies: One (monopoly) supplier may produce at lower costs than several suppliers in
competition.

Dominant Supplier: a supplier dominates a market and harms competition and innovation

Political Failure: goals are not achieved.

Each one 0.5.

b) Was sind die Griinde fiir die Regulierung der Roaming-Gebiihren innerhalb der EU? Welche konkreten
Ziele werden hierbei verfolgt.

What are the reasons for the regulation of roaming fees within the EU? What are the regulation
objectives?

(4 Points)

Griinde:

*  Marktversagen (Telcos mit zu viel Marktmacht - Dominierende Anbieter)
* Fehlende Preistransparenz

* Zu hohe Preise

Ziele:
*  Schutz der Konsumenten
e [allgemein] Wohlfahrtsmaximierende Verteilung von Ressourcen
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